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Abstract  
Encrypted messages sending frequently draws the 

attention of third parties, perhaps causing attempts to break 
and reveal the original messages. Steganography is introduced 
to hide the existence of the communication by concealing a 
secret message in an appropriate carrier like text, image, audio 
or video. Steganography is of Greek origin and means 
"Covered or hidden writing". The carrier can be sent to a 
receiver without any one except the authenticated receiver 
only knows existence of the information. Steganography is 
often being used together with cryptography and offers an 
acceptable amount of privacy and security over the 
communication channel. It is an emerging area which is used 
for secured data transmission over any public media. In this 
paper, a novel text based steganography technique based on 
the use of indefinite articles ‘a’ or ‘an’ in conjunction with the 
non-specific or non-particular nouns in English language have 
been proposed. The authors also introduced a new code 
representation technique (SSCE - Secret Steganography Code 
for Embedding) at both ends in order to achieve high level of 
security. Before the embedding operation each character of the 
secret message has been converted to SSCE Value and then 
embeds to cover text. Finally stego text is formed and 
transmits to the receiver side. At the receiver side different 
reverse operation has been carried out to get back the original 
information. 
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1. Introduction 
Information hiding is a general term encompassing many 

sub disciplines. One of the most important sub disciplines is 
steganography [1], [8] as shown in Figure 1. Steganography, is 
derived from a work by Johannes Trithemus (1462-1516) 
entitled “Steganographia” and comes from the Greek 
(στεγανό-ς, γραφ-ειν) defined as “covered writing” [2]. It is an 
ancient art of hiding information in ways a message is hidden 
in an innocent-looking cover media so that will not arouse an 
eavesdropper’s suspicion. Steganography differs from 
cryptography in the sense that where cryptography focuses on 
keeping the contents of a message secret, steganography 
focuses on keeping the existence of a message secret [3, 4]. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1: A Classification of Information Hiding techniques 
 
Another form of information hiding is digital watermarking, 
which is the process that embeds data called a watermark, tag 
or label into a multimedia object such that watermark can be 
detected or extracted later to make an assertion about the 
object. The object may be an image, audio, video or text only 
[5],[6]. A covert channel could be defined as a 
communications channel that transfers some kind of 
information using a method originally not intended to transfer 
this kind of information. Observers are unaware that a covert 
message is being communicated. Only the sender and recipient 
of the message notice it. Steganography works have been 
carried out on different media like images, video clips, text, 
music and sound [13],[20].Among them image steganography 
is the most popular of the lot. In this method the secret 
message is embedded into an image as noise to it, which is 
nearly impossible to differentiate by human eyes [14], [15], 
[16]. In video steganography, same method may be used to 
embed a message [17], [18]. Audio steganography embeds the 
message into a cover audio file as noise at a frequency out of 
human hearing range [16]. One major category, perhaps the 
most difficult kind of steganography is text teganography or 
linguistic steganography because due to the lack of redundant 
information in a text compared to an image or audio. The text 
steganography is a method of using written natural language to 
conceal a secret message as defined by Chapman et al. [13]. 
Some Image steganographic algorithm with high security 
features has been presented in [19],[21],[22],[23],[24]. 

Figure 2 shows the basic text steganography 
mechanism. Firstly, a secret message (or an embedded data) 
will be concealed in a cover-text by applying an embedding 
algorithm to produce a stego-text. The stego-text will then be 
transmitted by a communication channel, e.g. Internet or 
mobile device to a receiver. For recovering the secret which 
sent by the sender, the receiver needs to use a recovering 
algorithm which is parameterised by a stego-key to extract the 
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secret message. A stego-key is used to control the hiding 
process so as to restrict detection and/or recovery of the 
embedded data to parties who know it [7],[8].  

 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 2: The Mechanism of Text Steganography 
 
Text steganography can be classified in three basic 

categories [2] - format-based, random and statistical 
generation and linguistic method. 

 
Figure 3: Three basic categories of text steganography 

 
Format-based methods used physical text formatting 

of text as a place in which to hide information. Generally, this 
method modifies existing text in order to hide the 
steganographic text. Insertion of spaces, deliberate 
misspellings distributed throughout the text, resizing the fonts 
are some of the many format-based methods being used in text 
steganography. However, Bennett has stated that those format-
based methods managed to trick most of the human eyes but it 
cannot trick once computer systems have been used. 

 
Random and statistical generation is generating 

cover text according to the statistical properties. This method 
is based on character sequences and words sequences. The 
hiding of information within character sequences is 
embedding the information to be appeared in random 
sequence of characters. This sequence must appear to be 
random to anyone who intercepts the message. A second 
approach to character generation is to take the statistical 
properties of word-length and letter frequency in order to 
create “words” (without lexical value) which will appear to 
have the same statistical properties as actual words in a given 
language. The hiding of information within word sequences, 
the actual dictionary items can be used to encode one or more 
bits of information per word using a codebook of mappings 
between lexical items and bit sequences, or words themselves 
can encode the hidden information. 

The final category is linguistic method which 
specifically considers the linguistic properties of generated 
and modified text, frequently uses linguistic structure as a 

place for hidden messages. In fact, steganographic data can be 
hidden within the syntactic structure itself. 

In this paper, a new approach of text steganography 
have been  proposed based on the use of indefinite articles a or 
an in conjunction with the non-specific or non-particular 
nouns in English language .A new code representation method 
SSCE also have been proposed here to achieve high level of 
security.Before the embedding operation each character of the 
secret message has been encoded using SSCE Value and then 
embeds into cover text by the proposed text steganography 
method to form the stego text. This method is an integrated 
approach of new secret code generation along with a novel 
text based steganography method. Incorporating these two 
approaches in an embedding algorithm, a high embedding 
capacity of secret message can be achieved. 

The proposed scheme has been inspired by the 
author’s previous work [9] on a new approach of text 
steganography method by inserting extra blank space between 
the words of odd or even size of the cover according to the 
embedding sequence.  

This paper is organized into the following sections. 
Section 2 describes the proposed model. Algorithms of various 
processes like embedding, extracting, encryption, decryption 
and GUI are discussed in Section 3. Analysis of the processes 
and results are discussed in Section 4. The last section draws 
the conclusion. 

 

2. The Proposed Model 
Figure 4 shows the block diagram of the proposed secret-

key text steganographic model. The input messages can be in 
any digital form and are often treated as a bit stream. The 
input message is first encrypted using a new code generation 
technique SSCE. This encrypted message generates the secret 
key, (which may be called a message enabled key). Before 
embedding a checking has been done to find out whether the 
vowels and consonants are placed in the cover text as per the 
grammatical order, if not place it in proper order. For the 
improvement of security level, the SSCE code representation 
has been used to encrypt the message and then secret message  
has been embed to the cover text by inserting indefinite 
articles a or an in conjunction with the non-specific or non-
particular nouns in English language based on the mapping 
information given in Fig 5 to form the stego text. At the 
receiver side other different reverse operation has been carried 
out to get back the original information.  

 

 
Figure 4: Proposed Text Steganography Model 
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Words Bit 
Sequence 

a consonant 00 

an vowel 11 

a vowel 10 

an consonant 01 

Figure 5: Mapping Technique 
 

Solution Methodology 
The proposed system consists of following two 

windows, one is the SENDER SIDE and the other is the 
RECEIVER SIDE. The user will be someone who is familiar 
with the process of information hiding and will have the 
knowledge of steganography systems. An encryption 
algorithm has been proposed prior to steganography for 
generation of encoded message. The user should be able to 
select a plain text message from a file, another text to be used 
as the carrier (cover text) and then use the proposed 
embedding method which will hide the encrypted message in 
the selected cover text and will form the stego text. The user at 
the receiver side should be able to extract the message from 
the stego text with the help of different reverse process in 
sequential manner to un-hide the message from the stego text. 
The GUI of the proposed solution has been shown in figure 6. 

 

 
Figure 6: Solution Methodology 

 

3.    Algorithms 
In this section, algorithms for different processes 

used both in the sender side and receiver side are described. 
 

3.1 Algorithm  for Message Encryption / Decryption 
• Select the message and pick one by one character. 
• Convert to its ASCII equivalent. 
• Change ASCII code to our generated code from 

SSCE Table (Figure 7). 
• Convert to its character equivalent. 

 
3.2 Algorithm  for Message Embedding 

• Select the message and encrypt the message with 
SSCE value. 

• Select the cover text to embed the message. Check 
whether the selected text is capable of embedding. If 
not possible repeat this step otherwise continue. 

• Check the message sequence and pick first two bit 
sequence (MSG).  

• Starting from the first word of the cover text (TX) 
o If MSG=’11’ then find out the word (an) from 

the TX and check whether the next word’s first 
character is vowel. 

o Else If MSG=’10’ then find out the word (an) 
from the TX and check whether the next word’s 
first character is vowel. Change (an) to (a). 

o Else If MSG=’01’ then find out the (a) from the 
TX and check whether the next word’s first 
character is consonant. Change (a) to (an). 

o Else If MSG=’00’ then find out the word (a) 
from the TX and check whether the next word’s 
first character is consonant. 

• Repeat the above step for the remaining bit sequence 
of the message (two bit at a time). 

• Save the embedding position in a separate file and 
encode it with SSCE value and send it to the receiver 
separately. 
 

3.3 Algorithm  for Message Extracting 
• Select the newly generated text (stego text) after 

message embedding and their positions. 
• Select the embedding position in TX 

o If there is word (an) and next word’s first 
character is vowel, then MSG=’11’  

o Else If there is word (a) and next word’s first 
character is vowel, then MSG=’10’  

o Else If there is word (an) and next word’s first 
character is consonant, then MSG=’01’  

o Else If there is word (a) and next word’s first 
character is consonant, then MSG=’00’ 

 
3.4 Algorithm  for GUI 

In this section the two algorithimic approach is 
discribed one for the function of the Sender Side and another 
for the Receiver Side. 

3.3.1 Sender side 

o Select the Cover Text from the set of Text files. 
o Check whether the selected text is capable to do the 

embedding or not. If not possible then error. 
o Select the message in text form. 
o Encode the message through SSCE value. 
o Embed the encrypted message in the cover text to 

form the stego text. 
o End 

3.3.2 Receiver side 

o Receive the text with embedded message along with 
positions. 

o Extract the encrypt form of message from the Stego 
Text. 

o Decrypt the message with the help of the SSCE value. 
o End 
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Figure 7: SSCE Value Table 

 

4. Analysis of the Results 
There are mainly three aspects that should be taken 

into account when discussing the results of the proposed 
method of text steganography. They are security, capacity and 
robustness. The authors simulated the proposed system and the 
results are shown in the figures 8, 9, 10 and 11. This method 
satisfies both security aspects and hiding capacity 
requirements. It generates the stego text with minimum 
degradation which is not very revealing to people about the 
existence of any hidden data, maintaining its security to the 
eavesdroppers. Besides the security level has increased 
through the encoding of the secret message before embedding 
operation. This method hides two bit per word in the cover 
text which reflects the high embedding capacity of the system. 
Although the embedding capacity of the proposed method 
depends upon the embedding sequence along with the pattern 
of the cover text. 

 

4. 1 Similarity Measure 

For comparing the similarity between cover text and 
the stego text, the Jaro-Winkler distance for measuring 
similarity between two strings has been computed. The Jaro-
Winkler distance [12] is a measure of similarity between two 
strings. It is a variant of the Jaro distance metric [10], [11] and 
mainly used in the area of record linkage [10] (duplicate 
detection). The higher the Jaro-Winkler distance for two 
strings is, the more similar the strings are. The score is 
normalized such that 0 equates to no similarity and 1 is an 
exact match. The Jaro distance metric states that given two 
strings s1 and s2 their distance dj 

is
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. Each 
character of s1 is compared with all its matching characters in 
s2. The number of matching (but different sequence order) 
characters divided by two defines the number of 
transpositions. The Jaro score of comparing cover text and 

stego text is 0.9022, which means they are closely similar. 
Besides comparison through histogram technique has been 
done. It has been observed that the histogram of the cover text 
and the stego text is almost identical. 

 
Figure 8: Cover Text 

 
Figure 9: Secret Message  

 
Figure 10: Encrypted Secret Message  

 
Figure 11: Stego Text  
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Figure 12: Histogram of Cover Text  

 

 
Figure 13: Histogram of Stego Text  

 

5.  Conclusion 
In this paper the authors presented a new approach 

of text steganography method by changing the (a), (an), vowel 
& consonant rule of the cover text  according to the 
embedding sequence and also in some cases only the (a)-
consonant and (an)-vowel between the words of the original 
cover text may be used as mapping the embedding sequence. 
This property generates the stego text with minimum 
degradation. This property enables the method to avoid the 
steganalysis also. The new BASE Value (SSCE - Secret 
Steganography Code for Embedding) has been used to 
generate the encrypted form of the message in order to achieve 
high level of security. This approach is capable of secure 
transfer of the message compared to earlier techniques. The 
future work should be focused to improve the capacity of the 
embedding scheme by incorporating some compression 
technique on the secret message.  
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Galileo Galilei  

 

Galileo Galilei (Italian pronunciation: [�aliˈlɛ�o �aliˈlɛi]; 15 February 1564 – 8 January 1642), commonly known as 

Galileo, was an Italian physicist, mathematician, astronomer and philosopher who played a major role in the Scientific 
Revolution. His achievements include improvements to the telescope and consequent astronomical observations, and 
support for Copernicanism. Galileo has been called the "father of modern observational astronomy",[6] the "father of 
modern physics", the "father of science", and "the Father of Modern Science". Stephen Hawking says, "Galileo, 
perhaps more than any other single person, was responsible for the birth of modern science."  

The motion of uniformly accelerated objects, taught in nearly all high school and introductory college physics courses, was 
studied by Galileo as the subject of kinematics. His contributions to observational astronomy include the telescopic 
confirmation of the phases of Venus, the discovery of the four largest satellites of Jupiter (named the Galilean moons in his 
honour), and the observation and analysis of sunspots. Galileo also worked in applied science and technology, inventing an 
improved military compass and other instruments. 

Galileo's championing of Copernicanism was controversial within his lifetime, when a large majority of philosophers and 
astronomers still subscribed to the geocentric view that the Earth is at the centre of the universe. After 1610, when he 
began publicly supporting the heliocentric view, which placed the Sun at the centre of the universe, he met with bitter 
opposition from some philosophers and clerics, and two of the latter eventually denounced him to the Roman Inquisition 
early in 1615. In February 1616, although he had been cleared of any offence, the Catholic Church nevertheless 
condemned heliocentrism as "false and contrary to Scripture",[10] and Galileo was warned to abandon his support for it—
which he promised to do. When he later defended his views in his most famous work, Dialogue Concerning the Two Chief 
World Systems, published in 1632, he was tried by the Inquisition, found "vehemently suspect of heresy", forced to recant, 
and spent the rest of his life under house arrest. 

For more detail visit  
http://en.wikipedia.org/wiki/Galileo_Galilei 
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